It was time for a change and we at NetSecL realilzat the new version of NetSecL 3.0 is a
live DVD + installation based on OpenSuse. Onctallesl you can fully enjoy the features of
GrSecurity hardened kernel and penetration toolsf@8u like to do some penetration
testing you can directly run all tools from thedidVD. NetSecL firewall is included as
always and most of the penetration tools are padede new platform. Also we'd like to
mention that we've got many other programs up anding with GrSecurity enabled, which
is great success especially when it comes to pnagtike wine, OpenOffice, Vuze, Qemu
and many gnome applications. The password for &dthin and root user on the DVD is
linux.

Warning: when you install use ext3 (tested) fort qmartition.

Minimal System Requirements for running the liveD\612 MB of RAM

Minimal System Requirements for installing: 1 GBRAM, 5 GB partition at least (SATA -
tested)

With that said we think that the new version of 8&L is fully function as a Desktop, Server
and Penetration testing environment. No Warranige-it on your own responsibility. Enjoy.















X { e m 2




The Wireshark Network Analyzer [as superuser] — o X

Go Analyze Statistics Telephony Tools Help

I Window Menu =i Capture

=il Qi e e T EgE v

Filter:| ~ "Egpression... Clear | Apply

The World's Most Popular Network Protocol Analyzer

Interface List =] Open We
rid Live list of the capture interfaces {counts incoming packets) Open a previously capturad fik Visit!
Start capture on interface: Open Recent: D U
_ @

£*| Pseudo-device that captures on all interfaces Tha
# o @ Sample Captures

= A rich assortment of example capture filks on the wiki Sé
ﬁ Capture Options /] =
Start a captura with detailed options
.~ How to Capture G
¥

I F%eady to load or capture - No Packets - Profile: Default
D Computer g " The Wireshark Networ. ..

Scan Tools Profile Help

Target: “ | Profile: |Intense scan v | |Scan| |Gancel

Command: |nmap T4 -A -v -PE -PS22,25 80 -PA21,23,80,3380 |

l Hosts. | Services : Nmap Output | Ports / Hosts | Topology | Host Details Scans

0s Host

D Computer g m Zenmap Thu Aug 12, 11:40 PM &




EtherApe [as superuser]
FEile Capture WView Help

poonom

Pause Stop

admin's

Protocols

Reading data frorm any in 1P mode

B Computer 4 ' EtherApe (as superuser)
B Firewall Builder - [Untitled]

:{ File Edit View Object Rules Tools Window Help !|_—
J M Q A 4
Open  Sawe Find Object Compile  Install
@ =
@lnﬁkll__ﬁﬂ User =
Filter: | vl x |

Object

User
[ Clusters ) )
[ Firewalls
# [Z] Objects ma
w1 [E] Services
=] Time o
Create new Import existing Watch *Getting
firewall configuration Started” tutorial
(4] [T

2 computer [ Firewall Builder £ Thu Aug 12, 11:51 PM &




admin@linux-diwv:~
File Edit Terminal Help
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